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The Man-In-The-Middle - How It Works 

Two years ago,  Cambridge University scientists 
showed how crooks could tap into the communications 
between an EPOS terminal and a customer's card and read 
off sufficient information to create a cloned card.  The 
research team calls their new device “the man in the 
middle.” 

A circuit board with a computer chip and transmitter is 
attached via a thin wire to the chip on the stolen card.  The 
device is concealed up the sleeve and communicates with a 
laptop computer carried in a back pack or briefcase. When 
the card is inserted into the EPOS terminal, and the user is 
asked for his four-digit PIN, he inserts four random 
numbers. 

The computer in the backpack then sends a PIN okay 
message to the card reader, and the transaction goes ahead. 
The chip on the card, meanwhile, thinks the transaction was 
authorized with a signature. After the transaction is 
completed, the consumer receives a receipt that says 
“verified by PIN.”    

While their system is a little bulky, the equipment 
needed to miniaturize it is readily available on the market, 
the Cambridge researchers said.      
Copyright 2011, Oil Express 
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Car Engines Must Be Shut Off During Refueling 

Section 2205.4 of the New York State Fire Code states 
smoking and open flames shall be prohibited in areas where 
fuel is dispensed. The engines of vehicles being fueled shall 
be shut off during fueling. Electrical equipment shall be in 
accordance with Chapter 27 of the Building Code of New 
York State. 
 
 
FDA Warns Stores For Selling Cigarettes To Minors 

Exercising their new federal powers regulating tobacco 
products, the U.S. Food and Drug Administration (FDA) last 
week warned 25 Mississippi convenience stores to stop 
selling cigarettes to minors, Reuters reports.  The FDA said 
it sent the stores warning letters for failing to check IDs and 
for selling cigarettes to minors during inspections in 
November. It said unless the stores take corrective measures, 
they could face fines or a ban on selling tobacco products. 

The move is a clear sign that regulators are actively 
using new powers given to them in 2009. It also puts 
tobacco retailers on notice that they can expect tougher 
scrutiny.  “If  inspectors identify violations, the FDA will 
take swift actions to protect young people,” said Lawrence 
Deyton, head of the FDA's new tobacco center. 

Mississippi is one of 15 states using state inspectors to 
conduct the FDA investigations. The agency plans to expand 
the program to all 50 states.  The FDA announcement came 
two days after the agency said cigarette manufacturers must 
provide regulators with detailed information about the 
ingredients of products that they have introduced or 
modified since 2007 or face penalties. 
 
 
Cuomo Plans To Move Forward With Indian Cigarette 
Tax Plan 

Gov. Andrew Cuomo said today he wants to move 
forward with a plan to collect taxes from the sale of 
cigarettes on Indian reservations. The plan, which was 
approved by the state Legislature last year after the urging of 
Gov. David Paterson, has been stuck in limbo after legal 
challenges arose. Cuomo was speaking in Jamestown in 
western New York as part of his “Take It to The People” 
tour. 

Cuomo also met with the president of the Seneca Nation 
of Indians, Robert Porter. Cuomo said the meeting was a 
“good conversation and I’m looking forward to more good 
conversations.  Overall the relationship is working well from 
the state’s point of view,” he said, noting the state’s 
estimated $10 billion budget gap for the coming 2011-12 
fiscal year, which begins April 1. “I want to make sure we 
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are going to collect all the money that we’re entitled to and I 
understand Mr. Porter’s point and I hope we can work it 
through.” 

“I intend to collect all the revenue the state is entitled 
to,” he added.   

The Seneca Nation of Indians had no immediate 
response to the specific remarks, but did release a statement 
from Porter on the meeting with Cuomo: “I’m pleased to see 
Gov. Cuomo focus on the particular needs of Western New 
York with his initiatives. The Seneca Nation has created 
4,000 jobs in Western New York in the last decade, more 
than anyone else in our region. When the state is willing to 
recognize our treaty rights and sovereignty and avoid 
unnecessary confrontations, we are able to create more jobs 
for our people, and all of the residents of this region.” 
 
 
A Note From One Of Our Members 

(I am a dealer with) SJS fuel inc. in Port Chester. I was 
at the meeting last week and we also spoke on the phone a 
couple of days ago. I just want to update with what is going 
on with CPD. I had no super in the tanks for 30 hours and no 
regular for 8 hours. They have just delievered me only 2400 
Gallons on each just a few minutes ago, which will last only 
about 8 hours. They have no idea when i will get my next 
load. It truly is a nightmare and a very bad start with CPD. 
No one has returned phone calls or replied to my  e-mail 
messages from CPD. I was raised 8 cents a gallon the very 
first day by CPD even though the market did not go up and 
neither did the competition. We need to do something right 
away or else all the Mobil dealers will go out of business 
soon. 
 
 
House Members Stir Up Trouble With Swipe Fees 

Ranking Member of the House Financial Services 
Committee and author of last year’s financial regulatory 
overhaul said last week that he would be willing to work 
with the Republican majority on changes to the debit card 
swipe fee provisions that were included in the law. 

As the Federal Reserve Bank moves close to issuing a 
final rule on debit card interchange fees the debate is 
bubbling back up on Capitol Hill.  The proposed rule would 
cap the fees charged to merchants at twelve cents, the 
current fee averages about one percent of the purchase price. 
Banks are outraged at this potential change, which could 
cost them upwards of $16 billion. 

Senator Richard Durbin (D-IL) and Representatives 
Peter Welch (D-VT) and Bill Shuster (R-PA) are the 
merchants’ champions on the issue. “Legislative attempts to 
change the interchange law are premature and have no 
chance of ever passing Congress,” Max Gleischman, 
Durbin’s spokesman, said last week. “The big banks and 
card companies hate it when they lose, so they are asking to 
play the game all over again. If some people want to repeal a 
law that gives billions of dollars per year of relief to small 
businesses and their customers in order to protect the bottom 
line of the nation’s biggest banks, that’s a debate we are 
happy to have.” 

At least in the House it looks like this debate will be 
happening. The House Financial Services Committee will be 
the battleground and all the action will be happening in the 
next few months. 
 
 
SSDA Writes Letter To House Oversight Committee 

Our National Association submitted a letter to the new 
chairman of the House Oversight and Investigations 
Committee, Darrell Issa, R-Calif., calling for Congress to 
look at two important rulemaking initiated by the U.S. 
Environmental Protection Agency (EPA) and the 
Occupational Safety and Health Administration (OSHA). 
The letter was in response to a request from Chairman Issa 
that was sent to more than 150 businesses and trade 
associations last month to ask them to identify regulations 
that were likely to hurt job growth in their industries and 
seeking ideas on ways to improve the rulemaking process.  

We strongly object to EPA’s proposed rule that would 
classify off-specification used oil as a solid waste under the 
Clean Air Act. The association cited the fact that this change 
would require oil collected by service stations or repair 
shops to be subjected to expensive testing prior to being 
reused for burning in incinerators or on-site heaters. In the 
unlikely event that the oil is determined to be “off-spec,” it 
would have to be sent to a commercial industrial incinerator. 
The unintended consequences of the change would include 
an increase in improper disposal of DIY used oil and a loss 
of business and jobs for service stations or repair shops that 
provide a valuable community service by the collection and 
disposal of oil from consumers.  

A second regulation of concern identified by AAIA was 
the OSHA rulemaking requiring the inclusion of a separate 
column for work-related musculoskeletal disorders (MSDs). 
The requirement will result in the loss of time and money for 
many small businesses and, by using an un-agreed upon 
definition of MSDs, could lead to an even more onerous 
rulemaking by OSHA in the wake of what is anticipated to 
be an over-reporting of MSD incidents. 

In a related story, public interest groups on Jan. 10 
urged Chairman Issa to publish letters received in response 
to his request for feedback on pending or proposed 
regulations. The public interest groups argued that a duty to 
disclose some of the information gathered from the request, 
particularly since it was actively solicited from business 
groups. The chairman has yet to respond to the request.  
 
 
Bill Introduced to Require Annual Safety Vehicle 
Inspection Nationwide 

Rep. Sheila Jackson Lee, D-Texas, has introduced 
legislation that would require all car owners in the United 
States to obtain an annual safety inspection. The inspection 
program developed by the state would at minimum need to 
ensure that the vehicle’s seatbelts and speedometer are 
installed and operable. States that fail to implement a safety 
inspection program would lose highway funds, 5 percent for 
the 2014 fiscal year which begins on Oct. 1, 2013 and 10 
percent the following fiscal year if a program is still not in 
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place.  
Currently, less than 20 states in the U.S. have 

mandatory periodic safety inspection programs. While both 
Pennsylvania and Missouri have produced studies that show 
benefits in reducing traffic fatalities from the inspection 
programs, the safety programs have proved to be unpopular 
with both car owners and legislators. A copy of the bill can 
be viewed by going to http://thomas.loc.gov/cgi-
bin/query/z?c112:H.R.229:  
 
 
EPA Grants E15 Fuel Waiver For Model Years 2001-
2006 Cars And Light Trucks   

On Friday, the U.S. Environmental Protection Agency 
(EPA) waived a limitation on selling gasoline that contains 
more than 10 percent ethanol for model year (MY) 2001 
through 2006 passenger vehicles, including cars, SUVs and 
light pickup trucks. The waiver applies to fuel that contains 
up to 15 percent ethanol or E15. EPA Administrator Lisa 
Jackson made the decision after a review of the Department 
of Energy’s thorough testing and other available data on 
E15’s effect on emissions from MY 2001 through 2006 cars 
and light trucks. 

“Recently completed testing and data analysis show that 
E15 does not harm emissions control equipment in newer 
cars and light trucks,” said Jackson in an agency press 
release. “Wherever sound science and the law support steps 
to allow more home-grown fuels in America’s vehicles, this 
administration takes those steps.” 

Last October, EPA approved a waiver allowing the use 
of E15 for MY 2007 and newer cars and light trucks. At that 
time, EPA denied a request to allow the use of E15 for MY 
2000 and older vehicles and postponed its decision on the 
use of E15 in MY 2001 to 2006 cars and light trucks until 
DOE completed additional testing for those model years. 

Gasoline station owners have expressed concerns over 
E15 because not all of the existing infrastructure is certified 
by the Underwriters Laboratories for the fuel. “The bigger 
issue is the pipes from the tanks to the dispensers and the 
materials used to connect them, the gaskets, glues and 
seals,” said John Eichberger, vice president of government 
relations for NACS. To replace underground storage tanks, 
“you would have to crack concrete to get to them. Add a 
decimal point to the price.” 

The agency also announced that no waiver is being 
granted this year for E15 use in any motorcycles, heavy-duty 
vehicles, or non-road engines because current testing data 
does not support such a waiver. These waivers represent one 
of a number of actions that are needed from federal, state 
and industry to commercialize E15 gasoline blends. 

EPA is developing requirements to ensure that E15 is 
properly labeled at the gas pump. The label will be designed 
to prevent refueling into vehicles, engines, and equipment 
not currently approved for the higher ethanol blend. EPA 
granted the waiver after considering the E15 petition 
submitted by Growth Energy and 54 ethanol manufacturers 
in March 2009. In April 2009, EPA sought public comment 
on the petition and received about 78,000 comments. 

The petition was submitted under a Clean Air Act 

provision that allows EPA to waive the act’s prohibition 
against the sale of a significantly altered fuel if the petitioner 
shows that the new fuel will not cause or contribute to the 
failure of engine and other emission-related parts that ensure 
compliance with emission standards. 
 
 
NHTSA Upgrades Brake Defect Investigation 

The National Highway Traffic Safety Administration 
(NHTSA) has upgraded a probe of the brakes on several 
Chevrolet pickup trucks and sport utility vehicles and the 
Cadillac Escalade. The investigation was launched due to 
complaints received by the agency regarding brake pipe 
corrosion. Many of the complaints appeared to be filed in 
salt-belt states, mainly the northeast and mid-west. 

GM has responded to the complaints stating that: (1) the 
brake system of the subject vehicles is split front/rear and 
should a brake pipe suddenly fail for any reason, the affected 
vehicle would be capable of stopping with the pressure 
supplied by the remaining circuit; (2) the subject vehicles 
were designed to meet the hydraulic circuit partial failure 
requirements of Federal Motor Vehicle Safety Standards 105 
and 135, Light Vehicle Brake Systems; and (3) should a 
brake fluid leak occur for any reason, the brake system 
malfunction indicator lamp (MIL) would illuminate and 
warn the driver before the brake fluid level was low enough 
to cause a loss of line pressure. 

However, according to NHTSA, in approximately 25 
percent of the complaints they have received, the brake pipe 
failure occurred suddenly, with no warning (i.e., no MIL, 
brake fluid loss warning), and resulted in extended stopping 
distances. In 30 of these complaints, the increase in stopping 
distance that resulted was a factor in the crash; and in 10 
others, the vehicle was intentionally steered off the road or 
into another lane of travel in order to avoid a crash.  

The investigation applies to an estimated 1.77 million 
GM Cadillac Escalades (model years [MY] 2002-2003); 
Chevrolet 1500 (MY 2003); Chevrolet Avalanche 1500 and 
Avalanche 2500 (MY 2002-2003); Chevrolet Sierra, 
Silverado, and Suburban (MY 1999-2003); Chevrolet Tahoe 
and Yukon (MY 2000-2003); and Chevrolet Yukon XL (MY 
2000). 
 
 
NHTSA Proposes Changes For Firms Importing Non-
Complying Vehicles 

The National Highway Traffic Safety Administration 
(NHTSA) has issued a proposed rule that would make 
several amendments to regulations pertaining to registered 
importers (RIs) of motor vehicle not originally manufactured 
to comply with Federal Motor Vehicle Safety Standards 
(FMVSS). RIs are businesses that have demonstrated to 
NHTSA that they have the technical and financial capability 
to import non-complying vehicles or equipment and perform 
the necessary modifications so that the vehicles or 
equipment conform to all standards. 

NHTSA is proposing to make several modifications to 
the standards for RIs including modifying application and 
renewal requirements to enable the agency to deny or revoke 
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registration to an RI that have been convicted of a crime 
related to the importation, purchase or sale of a motor 
vehicle or motor vehicle equipment. RIs further would be 
required to certify that it destroyed or exported the 
nonconforming equipment removed from the vehicle during 
the conformance modifications. NHTSA also is proposing 
new requirements for motor vehicles imported under import 
eligibility petitions, adopting a definition of the term model 
year to be based on the calendar year rather than Sept.1 – 
Aug. 31; and requiring that import eligibility petitions 
include the type classification and gross vehicle weight 
rating of the vehicle being imported. 

Comments on the proposal are due to NHTSA by Feb. 
28, 2011. A copy of the proposal can be viewed at 
edocket.access.gpo.gov/2011/pdf/2011-295.pdf.  
 
 
Chamber Discusses 2011 Initiatives At Annual State Of 
American Business 

During the U.S. Chamber of Commerce’s annual State 
of American Business address on Jan. 11, Thomas Donahue, 
U.S. Chamber president and CEO, outlined the 
organization’s main initiative for 2011. One of the biggest 
priorities was to fight excessive regulations on businesses. 
Donahue gave an optimistic outlook on the economy and job 
growth, but indicated a strong need to make the U.S. 
economy more attractive to foreign investors.  

According to Donahue, excessive regulations are one of 
the biggest deterrents to foreign investors and one of the 
biggest burdens on domestic business. While certain 
regulations are important to the economy and supported by 
the Chamber, the recent explosion of new regulations and 
the likelihood that they will be used still more extensively by 
the administration given the new makeup of Congress is a 
concern for business. 

Donahue went on to express the Chamber’s support for 
President Obama’s commitment to double U.S. exports in 
the next five years and urged enactment of trade agreements 
with South Korea, Columbia, and Panama. The Chamber 
will also advocate for tax reform and a reduction in the 
corporate tax rate in the months to come.  
 
 
Maine Lawmakers Consider Anti-smoking Bills 

 Maine lawmakers are considering several anti-smoking 
bills that they say will seek to aggressively reduce the state's 
smoking rate while decreasing taxpayers' costs of treating 
tobacco-related illnesses, the Associated Press reports.  
Among the proposals is one that would deny benefits for 
MaineCare recipients who smoke, and another that would 
restrict smoking in private clubs. 

The assault on tobacco use is resuming on several fronts 
in Maine’s State House, including denying benefits for 
MaineCare recipients who smoke and restricting smoking in 
private clubs.  Senator Thomas Saviello said he plans to 
introduce the MaineCare bill. While he said that he does not 
know the amount of money the state would save by not 
having to treat smoking-related illnesses, he suspects “it 
could be pretty significant,” adding, “I'm making a 

conversation I think needs to take place.” 
Representative Les Fossel said he wants to raise the 

minimum age to possess tobacco from 18 to 21, a plan 
highlighted last week by the American Lung Association of 
Maine (ALAM).  “If you don't get addicted before you're 21, 
you're apt not to get addicted,” said Fossel. 

Finally, Representative Anna Blodgett is sponsoring a 
bill that would ban smoking in private clubs except for in 
enclosed areas. Current law allows smoking in private clubs.  
Additionally, the ALAM is lobbying to raise Maine's 
cigarette excise tax another $1.50 per pack to $3.50, citing it 
as an effective way to discourage young people from 
smoking.  Governor Paul LePage is on record as opposing 
tax increases. While campaigning for governor, he said he 
would endorse a reduction in the cigarette tax if the state 
could compensate elsewhere for the loss revenue. 
 
 
N.J. Bill Would Require Gas Stations To Post Cash And 
Credit Prices 

A New Jersey Senate committee passed a bill that 
would require gas stations to post credit and cash prices, The 
Star-Ledger reports. The bill would mandate stations place 
signs on their premises displaying the price per gallon for 
both cash and credit or face a $1,500 fine for the first offense 
and up to $3,000 fine for the second and other offenses. 

“This bill is about eliminating some of the sticker shock 
that people face when paying with a credit card at the 
pump,” said Senator Shirley Turner, who sponsored the bill. 
“It’s unfair to hit drivers with an added cost for credit 
purchases when they aren’t even aware of the cost disparity 
until they receive the receipt.” 

New Jersey’s Senate Transportation Committee cleared 
the legislation last week. It now heads to the full Senate. If it 
passes, it would take effect four months after enactment. 
 
 
NYSASSRS Partnership With Energy Plus 

As the frosty weather blows in, it is time to think about 
how you can cozy up to your electricity bill this winter.  
NYSASSRS has partnered with Energy Plus to offer 
members an exclusive, customized electricity program that 
includes these unique benefits: 

 
• Earn 3% Cash Back on the electricity supply portion for 

your business (or 2% for your home) 
• Receive a $50 Activation Bonus for each business 

account you sign up (or $25 for your home) 
• Receive monthly savings - up to 9.75%  on the delivery 

portion of your bill 
• No service changes - Your local utility company will 

continue to read your meter, send your bill and handle 
any emergencies 
 
Call 877-770-3372 and mention Offer Code  

"SER-0059" 
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MTA Is Seeking Vendors To Sell E-ZPass On The Go  
 
MTA Bridges and Tunnels is seeking qualified retailers to take part in a pilot program to 
sell pre-packaged E-ZPass tags through a program called E-ZPass On-The-Go. Through 
this program, customers can purchase a pre-paid E-ZPass tag worth $30, which will be 
active upon purchase. The program is designed to reach an untapped portion of the E-
ZPass market by getting them to experience the convenience of using E-ZPass.  
 
The tags will be sold to retailers at a discounted rate of $25 and resold over the counter 
for $30, giving your business a profit of $5 per tag. The tags will arrive in a securely 
sealed, clamshell package. The live tags should be kept behind the counter in a secure 
area. We will provide window decals and a dummy tag model for use in a countertop 
display. 
 
If you are interested in being considered for our pilot program please contact us at  
ezpassotg@mtabt.org.  Please provide your contact information, including name, 
telephone and fax number. 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

FOR SALE 
New Lebanon Sunoco Mart & 

Laundromat & Apartments w/property 
 

• Property around 2 acres in downtown New Lebanon  
• C-store is around 3500 sq ft  
• Laundromat is around 1500 sq ft  
• 6 apartments averaging 700/mo rent.  Total around 4000/mo. 
• Recently switched to Sunoco/Price Chopper -currently pumping 35-40k 

gals/mo  
• Laundromat sales around 3000/mo  
• C-Store & Subshop sales w/o gas and lotto around 65000/mo  
• Property Taxes around 15000/yr  
 

The property has great potential for a drive through franchise like Dunkin Donuts or Subway both of which have 
approached us in the last month because a big retailer (Price Chopper has already broken ground) is opening right 
next to us in the next yr which will significantly increase the traffic count in the area and also boost the commercial 
property values. There is also great demand for apartments in this area. Our apartments are almost never vacant. One 
could do really well by adding a few more apts on the property and leverage that demand.  
 

ASKING 1.5 MILLION 
Contact John At The GRANY Office 

518-452-4367 
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